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The quotations from TS 23.501, TS 23.003, and RFC 7542 demonstrate the length of the username field of the SUPI in NAI format is allowed to be variable. This length variability allows for flexibility and adaptability of SUPIs in NAI format used in operators' networks.

Observation # 1 
[bookmark: _Hlk114043379]Since Rel-16, subscriptions (e.g., NPN subscriptions) have already been assigned NAI SUPIs of variable and unequal length that reflect the names that the end-users of those NPN subscriptions are using.  If we assume that operators will now move to a scheme where usernames are all of equal length, then this would require users to be assigned new SUPIs when they upgrade devices. 

Observation # 2
The operators may use SUPIs in NAI format that are provided by a NPN service provider. The SUPI privacy support regardless of format should be provided "out of the box" by the 5GS as an option to ensure backwards compatibility  allowing to use these SUPIs in NAI format as is.

Observation # 3
RFC 7542 specifies only minimum (63 octets) and maximum (253 octets recommended) length of supported NAI. (see the excerpt from RFC 7542 in the Annex of this discussion paper.

Observation # 4
The excerpt from TS 23.003 (see Additional Information Annex of this contribution) depicts the variable length username. As the ECC ephemeral public key and MAC tag value are of fixed length. The cipher text value comprises of hexadecimal digits as shown in the figure below:

[image: ]
Observation # 5
Excerpt from TS 23.501 implies that the non IMSI based SUPI contains the username and all the required information required by the network operation and it can have a flexible length.
· For SUPIs taking the form of a non-IMSI based NAI, the subscription identifier part of the SUPI includes the "username" portion of the NAI as defined in NAI RFC 7542 [57].

Proposal #1
Remove EN#1 in KI#1 and replace it with the following text:
[bookmark: _Hlk114043795]Operators may prefer to have variable length username to preserve backwards compatibility and operators’ choice while being reluctant to manage the “username” field of SUPI in NAI format length directly and securing the following:
- preserving the privacy of SUPI in NAI format and to remedy privacy leakage.
- ensuring backwards compatibility with e.g., SUPIs used for NPN subscriptions, used since before the username leakage vulnerability was discovered.

[bookmark: _Hlk114043672]Remove EN#2 and EN#3 in KI#1 since 3GPP is contribution-driven and new threats and requirements can be added with or without having such redundant Editor’s Notes.
Annex: Additional Information:
Excerpt from RFC 7542
Devices handling NAIs MUST support an NAI length of at least 72 octets.  Devices should support an NAI length of 253 octets.
TS 23.003, clause 28.7.2, NAI format for SUPI
"The NAI for SUPI shall have the form username@realm as specified in clause 2.2 of IETF RFC 7542 [126].
A SUPI containing a network specific identifier shall take the form of a Network Access Identifier (NAI). See clause 5.9.2 of 3GPP TS 23.501 [119] for the definition and use of the network specific identifier."
RFC 7542, clause 2.2:
2.2. Formal Syntax
The grammar for the NAI is given below, described in Augmented
Backus-Naur Form (ABNF) as documented in [RFC5234].
nai = utf8-username
nai =/ "@" utf8-realm
nai =/ utf8-username "@" utf8-realm
utf8-username = dot-string
dot-string = string *(
Excerpt from TS 23.003
The scheme output is formatted as a variable length of characters as specified for the username in clause 2.2 of IETF RFC 7542 [126]. 
NOTE 2: If the null protection scheme is used, the NFs can derive SUPI from SUCI when needed. The AMF derives SUPI used for AUSF discovery from SUCI when the Routing-Indicator is zero and the protection scheme is null. Figure 2.2B-3 defines the scheme output for the Elliptic Curve Integrated Encryption Scheme Profile A.
[image: Diagram

Description automatically generated with medium confidence]
· The ECC ephemeral public key is formatted as 64 hexadecimal digits, which allows to encode 256 bits.
· The ciphertext value is formatted as a variable length of hexadecimal digits.
· The MAC tag value is formatted as 16 hexadecimal digits, which allows to encode 64 bits.

Excerpt from ITU-T Rec. E.212
3.2 international mobile subscription identity (IMSI): The IMSI is a string of decimal digits, up to a maximum length of 15 digits, which identifies a unique subscription. The IMSI consists of three fields: the mobile country code (MCC), the mobile network code (MNC), and the mobile subscription identification number (MSIN).
…
3.5 mobile subscription identification number (MSIN): The MSIN is the third field of the IMSI, it is up to 10 digits in length, and is administered by the relevant MNC assignee to identify individual subscriptions.
…
5 Considerations 
The considerations that form the basis for this international identification plan for networks and subscriptions are as follows: 
a) The assignment of E.212 resources is in conformance with the principles in [ITU-T E.190]. 
b) There may be more than one public network offering such services in a country. 
c) The MNC consists of 2 or 3 digits and the length of the MNC is a national matter. 
d) The number of digits of the MSINs is determined by the relevant MNC assignee in accordance with the national policy. 
e) The IMSI shall not exceed 15 digits in length. 
f) For 90x MCCs, the length of MNCs is determined by the Director of TSB and the length of the MSINs is determined by the relevant MNC assignee in accordance with the relevant ITU-T Recommendations. 
g) The IMSI assigned to a subscription under this identification plan should not be directly related to numbers assigned to that same subscription under "The international public telecommunications numbering plan" [ITU-T E.164]. 
h) The IMSI should, if necessary, enable: 1) determination of the home network; 2) identification of subscriptions, when information about a specific subscription is exchanged between networks; 3) identification of subscriptions for charging and billing purposes; 4) identification and management of subscription, e.g., for registering, authenticating, signalling, retrieving, providing, changing and updating of subscription data. 
i) The IMSI is not intended to be used for dialling purposes. This list is not exhaustive.
…
6 IMSI structure, format and assignment procedures 
6.1 Structure and format of the IMSI The IMSI structure and format are as shown in Figure 1. Figure 1 – Structure and format of the IMSI 6.2 IMSI assignment procedures 6.2.1 The Director of TSB assigns MCCs in accordance with Annexes A and C. 6.2.2 MNCs associated with geographic MCCs are administered by the national numbering plan administrator within each country in accordance with the principle in Annex B. 6.2.3 MSINs are administered by the relevant MNC assignee in accordance with relevant national or ITU-T Recommendations. 6.2.4 In principle, only one IMSI should be assigned to each subscription, although multiple subscriptions may be associated with a SIM/USIM/UICC/embedded SIM card.
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Figure 2.2B-3: Scheme Output for Elliptic Curve Integrated Encryption Scheme Profile A




